
Table of Contents 

Microsoft SQL Server 2005: Administrator TOC-1 
Copyright © by Application Developers Training Company 
All rights reserved. Reproduction is strictly prohibited. 
  

Microsoft SQL Server 2005: Administrator 
Table of Contents 
 

INTRODUCTION.......................................................................................INTRO-1 
Prerequisites..................................................................................INTRO-2 
Installing the Practice Files ............................................................INTRO-3 

Software Requirements .....................................................INTRO-3 
Hardware Requirements ....................................................INTRO-3 
Sample Database ..............................................................INTRO-3 
Installation..........................................................................INTRO-5 

About the Authors ..........................................................................INTRO-6 

UNDERSTANDING AND IMPLEMENTING SECURITY ....................................1-1 
Security Overview...................................................................................1-2 

The Threats.................................................................................1-2 
SQL Server 2005 Security Design Philosophy ...........................1-3 
The Two Stages of Security........................................................1-5 

Authentication .........................................................................................1-7 
Configuring SQL Server Security Settings..................................1-8 
Windows Integrated Authentication ..........................................1-10 
SQL Server Authentication .......................................................1-17 

Authorization.........................................................................................1-25 
Principals ..................................................................................1-25 
Securable Objects.....................................................................1-37 

Permissions ..........................................................................................1-40 
Permission Types .....................................................................1-40 
Permission Statements .............................................................1-42 
Granting Permissions................................................................1-42 
Roles, Permissions, and Schemas ...........................................1-47 
Execution Context.....................................................................1-51 
Metadata Security .....................................................................1-55 

Data Encryption ....................................................................................1-58 
Encryption Keys ........................................................................1-59 
Encrypting Data ........................................................................1-61 

Security Epilog......................................................................................1-66 

LAB 1:  UNDERSTANDING AND IMPLEMENTING SECURITY .....................1-71 
Lab 1 Overview.....................................................................................1-72 
Create a SQL Server Login ..................................................................1-73 



Table of Contents 

TOC-2 Microsoft SQL Server 2005: Administrator 
 Copyright © by Application Developers Training Company 
 All rights reserved. Reproduction is strictly prohibited. 

  

Grant Permissions to Database Objects and Statements ....................1-76 
Encrypt a Data Field .............................................................................1-78 

ANALYZING AND TUNING PERFORMANCE...................................................2-1 
Evaluating Performance .........................................................................2-3 

Define Monitoring Goals .............................................................2-3 
SQL Server Monitoring Tools......................................................2-3 

Monitoring with SQL Server Profiler .......................................................2-6 
Profiler Terminology....................................................................2-6 
Getting Started with the Profiler ..................................................2-7 

Tuning Queries .....................................................................................2-15 
How Join Types Affect Performance.........................................2-15 
Join Hints ..................................................................................2-15 
Performance Issues with Joins and Subqueries .......................2-16 
Avoid Cursors ...........................................................................2-23 

Indexes and Partitions ..........................................................................2-25 
What Is an Index? .....................................................................2-25 
What Is a Partition?...................................................................2-28 

Using the Database Engine Tuning Advisor .........................................2-30 
Capturing a Workload ...............................................................2-31 
Analyzing the Workload ............................................................2-31 
Providing an Indexing and Partition Recommendation .............2-31 

Understanding SQL Server Performance Problems.............................2-35 
Slow Queries.............................................................................2-35 
CPU Bottlenecks.......................................................................2-37 
Memory Bottlenecks .................................................................2-41 
Troubleshooting with Dynamic Management Views .................2-43 

LAB 2:  ANALYZING AND TUNING PERFORMANCE ....................................2-49 
Lab 2 Overview.....................................................................................2-50 
Trace Deadlock with SQL Server Profiler .............................................2-51 

AUTOMATING ADMINISTRATIVE TASKS........................................................3-1 
Introduction .............................................................................................3-2 
SQL Server Agent...................................................................................3-3 

Starting Agent .............................................................................3-3 
Setting Agent Properties .............................................................3-5 
Operators ....................................................................................3-7 
Jobs ............................................................................................3-8 
Alerts.........................................................................................3-12 



Table of Contents 

Microsoft SQL Server 2005: Administrator TOC-3 
Copyright © by Application Developers Training Company 
All rights reserved. Reproduction is strictly prohibited. 
   
 

Maintenance Plans ...............................................................................3-15 
Maintenance Plan Wizard .........................................................3-15 
Maintenance Plan Designer......................................................3-21 

SQL Management Objects (SMO)........................................................3-24 
SMO Object Model....................................................................3-24 
Accessing and Managing a Server ...........................................3-26 

LAB 3:  AUTOMATING ADMINISTRATIVE TASKS.........................................3-49 
Lab 3 Overview.....................................................................................3-50 
Create an Operator...............................................................................3-51 
Create a Job .........................................................................................3-53 
Create an Alert......................................................................................3-58 

PROGRAMMING REPLICATION.......................................................................4-1 
Overview of SQL Server Replication ......................................................4-2 

Publishing Model.........................................................................4-2 
Replication Types .......................................................................4-3 
Agents and Metadata..................................................................4-5 

Replication Programming Interfaces.......................................................4-7 
Replication Stored Procedures ...................................................4-8 
Replication Management Objects ...............................................4-9 
Agent Executables and ActiveX Controls .................................4-13 

Configuring Replication.........................................................................4-14 
Publishing Data.........................................................................4-14 
Generating Replication Scripts .................................................4-19 
Running the Sample Application...............................................4-22 
Creating Subscriptions..............................................................4-23 

Synchronizing Data...............................................................................4-28 
Starting a Synchronization ........................................................4-28 
Showing Synchronization Status ..............................................4-31 
Subscription Status ...................................................................4-32 
Reinitializing a Subscription ......................................................4-35 

LAB 4:  PROGRAMMING REPLICATION........................................................4-43 
Lab 4 Overview.....................................................................................4-44 
Creating a Publication...........................................................................4-45 
Creating and Synchronizing a Subscription Using RMO ......................4-48 

DISASTER RECOVERY ....................................................................................5-1 
Planning a Backup Strategy ...................................................................5-2 



Table of Contents 

TOC-4 Microsoft SQL Server 2005: Administrator 
 Copyright © by Application Developers Training Company 
 All rights reserved. Reproduction is strictly prohibited. 

  

Your Business Needs and Capabilities.......................................5-2 
Considering Data Recovery Needs.............................................5-3 
Availability Demands...................................................................5-3 
Data Usage .................................................................................5-4 
Size of Database(s) ....................................................................5-4 
Database Server Configuration...................................................5-4 
Disaster Recovery Testing..........................................................5-5 
Recovery Time Considerations...................................................5-5 

Backing Up Databases ...........................................................................5-6 
Backup Devices ..........................................................................5-6 
Creating Backups......................................................................5-11 
Recovery Models ......................................................................5-13 
Types of Backup .......................................................................5-17 

Scheduling Your Backups.....................................................................5-29 
Scheduling System Database Backups ....................................5-29 
Scheduling Simple Backups .....................................................5-29 
Scheduling Full and Bulk-Logged Backups ..............................5-30 
Backing Up Related Databases ................................................5-31 

Verifying Backup Media ........................................................................5-33 
Using Checksums .....................................................................5-33 
Using RESTORE VERIFYONLY...............................................5-35 

Restoring Databases ............................................................................5-36 
Roll Forward Set .......................................................................5-36 
Restoring with the Simple Recovery Model ..............................5-37 
Restoring with Full/Bulk-Logged Recovery Models ..................5-38 
Online Restore ..........................................................................5-47 

Using Database Snapshots ..................................................................5-49 
Creating a Database Snapshot.................................................5-49 
Reverting to a Database Snapshot ...........................................5-51 
Deleting a Database Snapshot .................................................5-51 

Summary ..............................................................................................5-52 

LAB 5:  DISASTER RECOVERY......................................................................5-55 
Lab 5 Overview.....................................................................................5-56 
Back Up and Restore a Simple Recovery Model..................................5-57 
Back Up and Restore a Full Recovery Model.......................................5-66 
Create and Revert to a Database Snapshot.........................................5-76 

FAILOVER CLUSTERING..................................................................................6-1 
High Availability Overview ......................................................................6-2 



Table of Contents 

Microsoft SQL Server 2005: Administrator TOC-5 
Copyright © by Application Developers Training Company 
All rights reserved. Reproduction is strictly prohibited. 
   
 

Levels of Availability and Downtime............................................6-2 
Estimating Availability Requirements..........................................6-3 

SQL Server 2005 Failover Cluster..........................................................6-4 
Preparing a Server Cluster .....................................................................6-6 

Hardware and Software Requirements.......................................6-8 
Special Considerations .............................................................6-10 

Creating a New Cluster.........................................................................6-11 
Set Up Domain Service Accounts.............................................6-11 
Prepare Static IP Addresses.....................................................6-12 
Configure Computer Servers ....................................................6-12 
Prepare Shared Disks...............................................................6-14 
Create the New Cluster Server .................................................6-16 
Configure the Cluster ................................................................6-21 
Add the Distributed Transaction Coordinator............................6-22 

Installing SQL Server 2005 Failover .....................................................6-25 
What to Expect..........................................................................6-25 
Before Installing SQL Server Cluster ........................................6-26 
Running SQL Server Setup ......................................................6-26 
System Configuration Checks...................................................6-27 
After Installing SQL Server .......................................................6-35 

Adding SQL Server Nodes ...................................................................6-38 
Add a New Node to the Cluster ................................................6-38 
Add a Node to the SQL Server Virtual Server Cluster ..............6-41 
Remove a SQL Server Virtual Server Node .............................6-47 

DATABASE MIRRORING ..................................................................................7-1 
Understanding Mirroring .........................................................................7-2 

How Mirroring Works ..................................................................7-2 
The Mirroring Session.................................................................7-4 
Database Mirroring Operating Modes.........................................7-5 
Role Switching (Failover) ............................................................7-7 
Other Mirroring Details................................................................7-8 
Database Mirroring Endpoints ....................................................7-9 
Client-Side Redirection .............................................................7-10 

Setting Up Database Mirroring .............................................................7-11 
Prerequisites .............................................................................7-11 
Configuration Recommendations..............................................7-12 
Configuring the Recovery Model...............................................7-12 
Configuring Mirroring with SQL Server  
Management Studio and Transact-SQL ...................................7-13 



Table of Contents 

TOC-6 Microsoft SQL Server 2005: Administrator 
 Copyright © by Application Developers Training Company 
 All rights reserved. Reproduction is strictly prohibited. 

  

Configuring the Endpoints.........................................................7-14 
Configuring the Operating Mode...............................................7-21 

Setting Up the Mirror Server Database.................................................7-23 
Backing Up the Principal...........................................................7-23 
Restoring Full Backup on the Mirror .........................................7-24 
Restoring Transaction Log Backups on the Mirror....................7-25 
Starting the Mirroring Session...................................................7-26 
Working with a Mirror Session ..................................................7-27 
Accessing Mirror Data with Snapshots .....................................7-32 

Monitoring Database Mirroring .............................................................7-33 
Viewing the Mirror, Witness, and Endpoints .............................7-33 

LAB 7:  DATABASE MIRRORING....................................................................7-39 
Lab 7 Overview.....................................................................................7-40 
Configure Security for Database Mirroring ...........................................7-41 
Configure Database Mirroring...............................................................7-51 
Monitor Database Mirroring ..................................................................7-60 

LOG SHIPPING..................................................................................................8-1 
Overview.................................................................................................8-2 

Log Shipping Requirements........................................................8-3 
Security Requirements................................................................8-4 

Configuring Log Shipping .......................................................................8-5 
Transaction Log Shipping Property Page ...................................8-5 
Configuring the Primary Database..............................................8-6 
Configuring the Secondary Database .........................................8-9 
Configuring the Monitor Server .................................................8-14 
Saving the Log Shipping Configuration.....................................8-17 
Removing Log Shipping............................................................8-18 

Monitoring Log Shipping Jobs ..............................................................8-20 
Viewing the Agent Job History ..................................................8-20 
Transaction Log Shipping Status Report ..................................8-21 
Querying Log Shipping System Tables.....................................8-22 
Querying with Log Shipping Stored Procedures .......................8-23 

Configuring Log Shipping in Transact-SQL ..........................................8-24 
Configuring the Primary Database............................................8-24 
Configuring the Primary Backup Job ........................................8-25 
Configuring the Secondary Database .......................................8-27 
Configuring the Secondary Copy Job .......................................8-28 
Configuring the Secondary Restore Job ...................................8-29 



Table of Contents 

Microsoft SQL Server 2005: Administrator TOC-7 
Copyright © by Application Developers Training Company 
All rights reserved. Reproduction is strictly prohibited. 
   
 

Removing Log Shipping............................................................8-31 

LAB 8:  LOG SHIPPING...................................................................................8-35 
Lab 8 Overview.....................................................................................8-36 
Configure Security for Log Shipping .....................................................8-37 
Configure Log Shipping ........................................................................8-45 
Monitor Log Shipping............................................................................8-52 

PEER-TO-PEER REPLICATION........................................................................9-1 
High-Availability ......................................................................................9-2 

Requirements and Limitations ....................................................9-4 
Protecting Data with Partitioning.................................................9-4 
Special Identity Columns Handling .............................................9-5 
Configuring Peer-to-Peer Replication .........................................9-6 
Security Planning ........................................................................9-7 

Configuring the Distributor ....................................................................9-11 
Configure Distribution Wizard ...................................................9-11 
Adding a Publisher Server ........................................................9-17 
Changing a Distributor’s Properties ..........................................9-18 
Securing the Distributor ............................................................9-19 

Creating the Publisher ..........................................................................9-20 
Specify the Distributor...............................................................9-20 
Publication Database ................................................................9-21 
Publication Type .......................................................................9-22 
Articles ......................................................................................9-22 
Filter Table Rows and Snapshot Agent ....................................9-23 
Agent Security...........................................................................9-23 
Wizard Actions ..........................................................................9-25 
Complete the Wizard ................................................................9-26 
Creating Publication..................................................................9-27 
Allowing Peer-to-Peer Subscriptions ........................................9-27 
Securing the Publisher..............................................................9-28 
The Replication Monitor ............................................................9-29 

Configuring Peer-to-Peer Subscribers..................................................9-34 
Initializing the Subscriber Database..........................................9-34 
Peer Distributor Preparation .....................................................9-36 
Securing the Distributor ............................................................9-38 

Configuring Peer-to-Peer Topology ......................................................9-40 
Publication Specification ...........................................................9-41 
Peers.........................................................................................9-41 



Table of Contents 

TOC-8 Microsoft SQL Server 2005: Administrator 
 Copyright © by Application Developers Training Company 
 All rights reserved. Reproduction is strictly prohibited. 

  

Log Reader Agent Security.......................................................9-42 
Distribution Agent Security........................................................9-45 
New Peer Initialization ..............................................................9-46 
Completing the Wizard..............................................................9-48 
Securing the Publisher..............................................................9-49 
Configuring the PAL..................................................................9-49 
Identity Columns .......................................................................9-50 
Adding a Node to an Existing Topology....................................9-50 
Well-Connected Topology.........................................................9-51 

LAB 9:  PEER-TO-PEER REPLICATION.........................................................9-57 
Lab 9 Overview.....................................................................................9-58 
Configure the Distributor.......................................................................9-59 
Create the Publisher .............................................................................9-64 
Configure the Peer-to-Peer Topology...................................................9-72 

MONITORING AND TROUBLESHOOTING ....................................................10-1 
Diagnosing and Resolving Database Server Errors .............................10-2 

Using the Dedicated Administrator Connection (DAC) .............10-2 
SQL Server Error Logs ...........................................................10-13 
Error Messages in Event Logs................................................10-15 

Setting Up Alerts in SQL Server Agent...............................................10-17 
Advantages of Using Alerts.....................................................10-17 
Configuring the Alert ...............................................................10-17 

Monitoring SQL Server Agent Job History..........................................10-22 
Job Activity Monitor.................................................................10-23 

Gathering Performance and Optimization Data Using DMVs.............10-25 
DMV Permission Requirements..............................................10-26 
Inspecting a Server with DMVs...............................................10-33 
Troubleshooting Bottlenecks...................................................10-33 
Collecting Information Using DMVs ........................................10-37 
SQL Server 2005 Performance Dashboard Reports ..............10-38 
DMVStats................................................................................10-42 

LAB 10:  MONITORING AND TROUBLESHOOTING....................................10-49 
Lab 10 Overview.................................................................................10-50 
Use the DAC to Access an Unresponsive Server...............................10-51 
Experiment with DMVs .......................................................................10-59 
Create an Alert....................................................................................10-62 



Table of Contents 

Microsoft SQL Server 2005: Administrator TOC-9 
Copyright © by Application Developers Training Company 
All rights reserved. Reproduction is strictly prohibited. 
   
 

IMPLEMENTING SERVICE BROKERS...........................................................11-1 
Understanding Service Brokers ............................................................11-2 

Service Broker Advantages ......................................................11-2 
Service Broker Applications ......................................................11-3 
Service Broker Messaging ........................................................11-4 
Service Broker Uses .................................................................11-5 

Designing Service Broker Applications.................................................11-6 
Message Types.........................................................................11-6 
Service Broker Activation..........................................................11-7 
Transaction Life Cycle ..............................................................11-9 
Handling Errors .......................................................................11-11 
Handling Poison Messages ....................................................11-12 
Service Broker Security ..........................................................11-12 

Programming Service Broker Applications .........................................11-18 
Enabling Service Broker .........................................................11-18 
Creating Message Types ........................................................11-19 
Creating Contracts ..................................................................11-20 
Creating the Queue.................................................................11-21 
Creating the Service ...............................................................11-22 
Creating Routes ......................................................................11-23 
Creating Service Broker Endpoints.........................................11-26 
Implementing Applications ......................................................11-27 

LAB 11:  IMPLEMENTING SERVICE BROKERS ..........................................11-39 
Lab 11 Overview.................................................................................11-40 
Configure the Broker Service..............................................................11-41 
Create a Request Application .............................................................11-55 
Create an Application to Receive  the Request ..................................11-58 
Create an Application to Receive the Response ................................11-65 

INDEX........................................................................................................INDEX-1 



Table of Contents 

TOC-10 Microsoft SQL Server 2005: Administrator 
 Copyright © by Application Developers Training Company 
 All rights reserved. Reproduction is strictly prohibited. 

  

 
  
  
  
  
  
  
  
  
  
  
  
  
  


