
Table of Contents 

Advanced .NET Framework 2.0 Using Visual Basic 2005: Volume 1 TOC-1 
Copyright © by Application Developers Training Company 
All rights reserved. Reproduction is strictly prohibited. 
  

Advanced .NET Framework 2.0 Using Visual Basic 2005: 
Volume 1 
Table of Contents 
 

INTRODUCTION.......................................................................................INTRO-1 
Prerequisites..................................................................................INTRO-2 
Installing the Practice Files ............................................................INTRO-3 

Software Requirements .....................................................INTRO-3 
Installation..........................................................................INTRO-3 

About the Author............................................................................INTRO-4 

APPLICATION CONFIGURATION.....................................................................1-1 
Introduction .............................................................................................1-2 

.NET Framework Configuration System .....................................1-2 
Configuration API........................................................................1-4 
A Word about Security ................................................................1-5 

Standard Configuration Sections ............................................................1-6 
Application Settings ....................................................................1-6 
Connection Strings....................................................................1-11 
Other Standard Sections...........................................................1-15 
Writing Configuration Settings ..................................................1-17 
Sets of Configuration Settings ..................................................1-22 

Custom Configuration Sections ............................................................1-32 
Creating a Custom Section .......................................................1-32 
Writing Section Handlers ..........................................................1-33 
Configuration Sections and Collections ....................................1-41 

Custom Configuration Providers...........................................................1-47 
Settings Provider.......................................................................1-48 
SQL Settings Provider ..............................................................1-50 

LAB 1:  APPLICATION CONFIGURATION......................................................1-63 
Lab 1 Overview.....................................................................................1-64 
Create User and Application Settings...................................................1-65 
Read Configuration Data ......................................................................1-67 
Read a Connection String.....................................................................1-69 
Update an Application Setting ..............................................................1-71 

 
 



Table of Contents 

TOC-2 Advanced .NET Framework 2.0 Using Visual Basic 2005: Volume 1 
 Copyright © by Application Developers Training Company 
 All rights reserved. Reproduction is strictly prohibited. 

  

INSTALLING AND CONFIGURING ASSEMBLIES............................................2-1 
Introduction to Assembly Installation ......................................................2-2 
Using Installation Components ...............................................................2-3 

Predefined Installation Components ...........................................2-3 
Custom Installation Components ..............................................2-10 
Running Installation Code.........................................................2-16 

Configuring Assemblies ........................................................................2-24 
Specifying the .NET Framework Version ..................................2-24 
Searching for Specific Assembly Versions ...............................2-26 
Configuring Concurrent Garbage Collection .............................2-27 
Registering Remote Objects .....................................................2-28 
Using the .NET Configuration Tool ...........................................2-29 

LAB 2:  INSTALLING AND CONFIGURING ASSEMBLIES.............................2-39 
Lab 2 Overview.....................................................................................2-40 
Use an Installation Component.............................................................2-41 
Create a Setup Project .........................................................................2-44 
Uninstall an Application from a Windows Command Prompt ...............2-48 

APPLICATION DIAGNOSTICS..........................................................................3-1 
Introduction to System.Diagnostics ........................................................3-2 
Using an Event Log ................................................................................3-4 

A Security Note ...........................................................................3-4 
EventLog Class...........................................................................3-5 
Creating an Event Log ................................................................3-6 
Reading from an Event Log ......................................................3-11 
Writing to an Event Log.............................................................3-15 

Managing System Processes ...............................................................3-17 
Accessing Running Processes .................................................3-18 
Starting a New Process ............................................................3-23 

Monitoring Application Performance.....................................................3-27 
Performance Counter Sample Application................................3-27 
Creating Performance Counters ...............................................3-30 
Using Performance Counters....................................................3-33 

LAB 3:  APPLICATION DIAGNOSTICS ...........................................................3-39 
Lab 3 Overview.....................................................................................3-40 
Work with Event Logs, Sources, and Events........................................3-41 
Work with System Processes ...............................................................3-47 



Table of Contents 

Advanced .NET Framework 2.0 Using Visual Basic 2005: Volume 1 TOC-3 
Copyright © by Application Developers Training Company 
All rights reserved. Reproduction is strictly prohibited. 
   
 

Start a Process .....................................................................................3-50 

DEBUGGING APPLICATIONS ..........................................................................4-1 
Introduction .............................................................................................4-2 
Debugging .NET Applications.................................................................4-3 

Interacting with the Debugger .....................................................4-3 
Examining the Stack Trace .........................................................4-5 
Debugger Attributes ....................................................................4-8 

Instrumenting an Application ................................................................4-20 
The Debug Class ......................................................................4-20 
The Trace Class........................................................................4-25 
Enabling Debugging and Tracing..............................................4-30 

Industrial Strength Tracing....................................................................4-32 
Trace Sources...........................................................................4-33 
Trace Switches .........................................................................4-35 
Trace Listeners .........................................................................4-36 
Filtering Traces .........................................................................4-38 
Configuring Traces....................................................................4-39 

LAB 4:  DEBUGGING APPLICATIONS............................................................4-45 
Lab 4 Overview.....................................................................................4-46 
Interact with the Debugger....................................................................4-47 
Use Debugger Attributes ......................................................................4-49 
Instrument Trace Code .........................................................................4-55 

SYSTEM MANAGEMENT INFORMATION........................................................5-1 
Introduction .............................................................................................5-2 

Objects Wrapping Objects ..........................................................5-2 
Accessing Windows Resources..............................................................5-6 

Enumerate Physical Drives.........................................................5-6 
Enumerate Logical Disks ............................................................5-9 
Enumerate Network Adapters and Connections.......................5-11 
Enumerating System Processes...............................................5-13 
Enumerating Paused Services..................................................5-14 

Subscribing to Management Events .....................................................5-16 
Synchronous WMI Events.........................................................5-16 
Asynchronous WMI Events.......................................................5-20 

LAB 5:  SYSTEM MANAGEMENT INFORMATION .........................................5-25 
Lab 5 Overview.....................................................................................5-26 



Table of Contents 

TOC-4 Advanced .NET Framework 2.0 Using Visual Basic 2005: Volume 1 
 Copyright © by Application Developers Training Company 
 All rights reserved. Reproduction is strictly prohibited. 

  

Explore WMI Objects with WMI Tools ..................................................5-27 
Retrieve WMI Object Information..........................................................5-32 

.NET CODE ACCESS SECURITY .....................................................................6-1 
Introduction .............................................................................................6-2 
Code Access Security.............................................................................6-3 

How Code Access Security Works .............................................6-3 
Configuring Code Access Security ...........................................6-13 

Using Code Access Security with Assemblies......................................6-26 
Testing Code Access Security ..................................................6-27 
Setting Security on Assemblies ................................................6-30 

Using Code Access Security with Methods ..........................................6-36 
Method Permission Requests ...................................................6-37 
Code Access Security Techniques for Methods .......................6-45 

LAB 6:  .NET CODE ACCESS SECURITY ......................................................6-57 
Lab 6 Overview.....................................................................................6-58 
Create an Assembly to Access a Protected Resource .........................6-59 
Create a Custom Permission Set and Code Group..............................6-63 
Make Permission Requests on an Assembly and Methods..................6-71 

USER- AND ROLE-BASED SECURITY ............................................................7-1 
Introduction .............................................................................................7-2 

Authentication and Authorization ................................................7-2 
.NET Role-Based Security ..........................................................7-3 
IIdentity and IPrincipal Interfaces................................................7-4 

Windows Identities and Principals ..........................................................7-5 
Setting Principal Policy ...............................................................7-5 
Windows Identity.........................................................................7-6 
Windows Principal.......................................................................7-9 
Enumerating Group Membership..............................................7-12 
Impersonation ...........................................................................7-14 

Security Demands ................................................................................7-20 
Declarative Demands................................................................7-20 
Imperative Demands.................................................................7-23 

Generic and Custom Identities .............................................................7-25 
Generic Identities and Principals ..............................................7-25 
Custom Identities and Principals...............................................7-28 

 



Table of Contents 

Advanced .NET Framework 2.0 Using Visual Basic 2005: Volume 1 TOC-5 
Copyright © by Application Developers Training Company 
All rights reserved. Reproduction is strictly prohibited. 
   
 

LAB 7:  USER- AND ROLE-BASED SECURITY..............................................7-39 
Lab 7 Overview.....................................................................................7-40 
Limit Execution to a Windows Group....................................................7-41 
Enumerate Group Membership ............................................................7-45 
Protect a Method through Group Membership .....................................7-47 

WINDOWS ACCESS CONTROL.......................................................................8-1 
Windows Security ...................................................................................8-2 

DACLs and SACLs .....................................................................8-3 
Exploring DACLs and SACLs .....................................................8-5 
Access Control in the .NET Framework....................................8-12 

Security Access and Audit Rules..........................................................8-14 
Setting Up the Form..................................................................8-17 
Getting the Security Info ...........................................................8-19 
Changing Access Rules............................................................8-23 
Changing Audit Rules ...............................................................8-30 

Low-Level Security Access...................................................................8-34 
Low-Level ACL and ACE Classes ............................................8-34 
Using the Classes .....................................................................8-35 

Ownership, Inheritance, and Propagation ............................................8-39 
Securing New Objects ..............................................................8-39 
Ownership.................................................................................8-41 
Inheritance and Propagation.....................................................8-42 

LAB 8:  WINDOWS ACCESS CONTROL ........................................................8-49 
Lab 8 Overview.....................................................................................8-50 
Retrieve Access and Audit Rules for a File ..........................................8-51 
Create a New File Securely ..................................................................8-57 
Determine the Owner of a File..............................................................8-60 

ENCRYPTING AND HASHING DATA ...............................................................9-1 
Introduction to Cryptography ..................................................................9-2 

Types of Cryptography................................................................9-2 
Cryptography Issues ...................................................................9-3 
Algorithms ...................................................................................9-4 
Cryptography in .NET .................................................................9-5 

Hashing Data ..........................................................................................9-7 
.NET Hashing Algorithms............................................................9-8 
.NET Framework Hashing Classes.............................................9-8 



Table of Contents 

TOC-6 Advanced .NET Framework 2.0 Using Visual Basic 2005: Volume 1 
 Copyright © by Application Developers Training Company 
 All rights reserved. Reproduction is strictly prohibited. 

  

Hashing Data Using the .NET Framework................................9-10 
Symmetric Key Encryption....................................................................9-18 

Symmetric Key Algorithms........................................................9-18 
.NET Framework Symmetric Key Encryption Classes..............9-19 
Encrypting Data Using the .NET Framework ............................9-20 

Asymmetric Key Encryption..................................................................9-30 
Asymmetric Key Encryption Algorithms and .NET Classes ......9-30 
Getting Valid Key Sizes ............................................................9-31 
Encrypting Memory Data Using RSA........................................9-33 
Decrypting Data Using RSA......................................................9-35 

Digital Signatures..................................................................................9-36 
Digital Signature Algorithms and .NET Classes........................9-36 
Using the DSA Algorithm Class ................................................9-38 
Using the DSA Implementation Class.......................................9-39 

Data Protection API ..............................................................................9-41 
The DPAPI Process ..................................................................9-41 
DPAPI in .NET ..........................................................................9-43 

LAB 9:  ENCRYPTING AND HASHING DATA.................................................9-51 
Lab 9 Overview.....................................................................................9-52 
Hash Data.............................................................................................9-53 
Use Symmetric Key Encryption ............................................................9-57 
Use Asymmetric Key Encryption ..........................................................9-61 
Use Digital Signatures ..........................................................................9-67 
Use the Data Protection API.................................................................9-70 

INDEX........................................................................................................INDEX-1 

 
  
  
  
  
  
  
  
  
  
  
  


